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Legal Notices

SUSE LLC., makes no representations or warranties with respect to the contents or use of this
documentation, and specifically disclaims any express or implied warranties of
merchantability or fitness for any particular purpose. Further, SUSE LLC,, reserves the right to
revise this publication and to make changes to its content, at any time, without obligation to
notify any person or entity of such revisions or changes.

Further, SUSE LLC., makes no representations or warranties with respect to any software, and
specifically disclaims any express or implied warranties of merchantability or fitness for any
particular purpose. Further, SUSE LLC,, reserves the right to make changes to any and all parts
of SUSE software, at any time, without any obligation to notify any person or entity of such
changes.

Any products or technical information provided under this Agreement may be subject to U.S.
export controls and the trade laws of other countries. You agree to comply with all export
control regulations and to obtain any required licenses or classification to export, re-export,
or import deliverables. You agree not to export or re-export to entities on the current U.S.
export exclusion lists or to any embargoed or terrorist countries as specified in the U.S. Export
laws. You agree to not use deliverables for prohibited nuclear, missile, or chemical biological
weaponry end uses. Please refer to https://www.suse.com/company/legal/ for more information on
exporting SUSE software. SUSE assumes no responsibility for your failure to obtain any
necessary export approvals.

All files provided in this release are subject to the License Agreement, which can be found in
the license.txt file provided in the System Certification Test Kit download.

Copyright © 2018 — 2024 SUSE LLC and contributors. All rights reserved.
Publication Date: February 2024

SUSE LLC,, has intellectual property rights relating to technology embodied in the product that
is described in this document. In particular, and without limitation, these intellectual property
rights may include one or more of the U.S. patents listed at http://www.suse.com/company/legal
and one or more additional patents or pending patent applications in the U.S. and in other
countries.

SUSE LLC.

1221 SOUTH VALLEY GROVE WAY
VALLEY GROVE Il | SUITE 500
PLEASANT GROVE, UTAH 84062, US.A.

www.SUSE.com

Online Documentation: To access the online documentation for this and other SUSE products, and to get
updates, see www.suse.com/documentation.
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Online SUSE Developer Services Program Guide Documentation: To access the online SUSE Developer
Services Program Guide, see -

https://links.imagerelay.com/cdn/3404/ql/cOb0ca33142441b99c0e28f58d856629/suse-yes-
certification-program-guide.pdf

Trademarks

For a list of SUSE trademarks, see (http://www.suse.com/company/legal).

All third-party trademarks are the property of their respective owners.
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About This Guide

The Server Yes Certification Test Kit for SUSE® Linux contains a procedure manual and all test
tools necessary to test the SUSE® products used in the SUSE Yes Certified™ system
certification process. The manual explains how to install the software and set up hardware
and software configurations.

Audience
This manual is intended for users who have experience with computers, networking, Linux, and
Microsoft Windows.

Feedback

We want to hear your comments and suggestions about this manual and the other
documentation included with this product. Please contact your SUSE partner contact for
feedback.

Documentation Updates

For the most recent version of the System Test Tools and documentation, visit System Test
Tools for SUSE LINUX https://www.suse.com/partners/inv/yes/system-test-tools-for-suse-
linux.html.

Additional Information
For more Information on YES Certification, see:

SUSE YES Certified Program https://www.suse.com/partners/ihv/yes/

Partner Resources https://www.suse.com/partners/become-partner/

Documentation Conventions
A trademark symbol (¢, ™, etc.) denotes a SUSE trademark. An asterisk (*) denotes a third-
party trademark.

GWE  Server Quick Giude 5


https://www.suse.com/partners/ihv/yes/system-test-tools-for-suse-linux.html
https://www.suse.com/partners/ihv/yes/system-test-tools-for-suse-linux.html
https://www.suse.com/partners/ihv/yes/
https://www.suse.com/partners/become-partner/

SUSE SUSE.com

1 SLES Configuration

This document is intended for experienced testers who have previously performed Yes
Certification testing. The steps in this document are an overview. If you need detailed
instructions, please see the extended document. Use this test suite to certify systems
with SLES 12 and 15 (latest support pack for each OS).

1.1 Configuring the Hardware

Minimum Requirements for System Under Test (SUT)

v Minimum SLES hardware requirements must be met on the SUT hardware. See the
SLES online documentation for SLES hardware requirements.

v' Direct access to the system under test (SUT). Do not use remote access, do not use
SSH.

v" Null modem serial cable (for systems with serial ports).

v As this document is intended for experienced testers as mentioned above please
refer to the Server Extended document for more complete details.
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1.2 Test Configuration for SLES Testing

Figure 1-1 Configuration for the tests with one card with 3 Ethernet ports and 1 Wifi adapter.

10.1.1.1 — 10.1.1.2
{ LAN Switch 1 |—

10.1.2.1 | 10.1.2.2
1 LAN Switch 2 I

10131 :> Wireless Connection wifi 10132

Router

SUT

10.1.4.1 | 10.1.4.2

| LAN Switch 4 II

Serial Cable

Notes: When assigning IP addresses to the NICs, do not use the range 192.168.101.0 thru
192.168.101.255. These IP addresses are used in the Serial Port test.

1.3 Installing SLE on SUT through PXE

We recommend UEFI OS boot be enabled on the SUT if supported. This will permit UEFI
to be listed in the BIOS/UEFI field, otherwise BIOS must be listed. PXE boot install is
supported with a UEFI enabled SUT. Attach all SUT NICs to TC through a hub or switch.
Make sure each NIC (up to 4) is on an isolated network.

Notes: Up to 16 NIC ports on SUT can be tested. If the SUT has more than 4 NICs, virtual
Ethernet adapters must be configured on TC, utilizing the existing 4 switches.

GWE  Server Quick Giude 7



SUSE

GWE  Server Quick Giude

SUSE.com

Delete all existing partitions from all hard drives. Section “1.1 Removing the ELIO Boot
Tables” in the Troubleshooting and Help Document has instructions which will
delete any and all existing partitions.

Remove all external devices (USB, eSATA, Firewire, etc.) from the SUT.
Boot the SUT and enter the BIOS/UEFI configuration.

Ensure network boot (PXE) is enabled in the BIOS/UEFI. If needed, press the
appropriate key to enter the BIOS/UEFI and select PXE boot during post. Exit out of
the BIOS saving any changes which were needed.

PXE boot the SUT. The PXE server has to be the TC.

The SUSE SCK Install Main Menu will be displayed on SUT. Use the arrow keys (or
the tab keys on some systems) to select the OS to install, then press <Enter>.

Notes: If the SUT does not display a “SUSE SCK Menu” option, then the SUT is not connected
to the TC system or the SUT may not support PXE boot. Check the LAN cables for
correct wiring to the secluded/isolated network. Repeat the steps 1through 4 to
address this problem.

The SCK OS specific Install screen will be displayed. Use the arrow keys (or the tab
keys on some systems) to select the OS install option which best meets your
needs, then press <Enter>. There is a short delay after pressing enter then SUT will
display the SLE GUI installation screen and the OS installation will begin. Each
option is briefly explained below.

a. Single (hard) disk automated install — This option is appropriate for most
servers which have a single hard disk drive or a RAID configuration which
appears as a single hard drive. All OS installation settings are completed for
the user and are automatically installed onto the SUT.

b. Multiple (hard) disk automated install — This is the same as single-disk install
except the user will be provided with the ability to configure disk partitions and
specify the OS installation location.

c. Manual install = The manual OS installation is like a DVD install. The user inputs
all settings for each configuration screen during the OS install.

If an automated install (single/multiple disk or No GUI Headless) was selected,
then wait for the installation to complete. Once the OS installation has completed
then proceed to Section 2.0, “Creating a New Test Project”.
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Notes: There may be a short delay after pressing <Enter>. After the delay, the SUT will
display the SLE GUI  Installation screen and begin the OS installation automatically.

9. If a manual install was selected and you need instructions then see the Extended
Server documentation Section 4, “Manually Installing SLES” then use the installation
instructions for the OS which you chose to install.
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2 SLES Certification

2.1 Creating a New Test Project

1. Ensure that you have updated the products.txt file as Instructed in the TestConsole
documentation. Direct Access to the TC, and SUT systems are required, do not use

remote access, do not use SSH).

Select New Project Template x
FProject Title Filename
ERmsysten |
SLED Workstation - Full SLED_Full def
SLED Laptop - Full SLED_Laptop_Full def
SLED Workstation - Reduced SLED_Reduced def
SLES Server - Full SLES_Full def
—— SLES Server - Reduced SLES_Reduced def
— Virtualization - Full Virtualization _Pull def
— Virtualization - Reduced Virtualization _Reduce

Select Caneel Browse |

2. Click the New button on the menu bar.

3. Click on the appropriate project (listed below) then click the select button.

e Server - Full

e Server - Reduced (See the Reduced Testing Policies located at
https://www.suse.com/partners/ihv/pdf/System _Certification _Policies.pdf
Website to determine eligibility to use this test project).

4. A default unique project file-name will be generated. The unique project file-name
contains a date-stamp and time-stamp. You may choose a different unique project
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file-name limited to 58 characters by typing a file-name into the project file name
field. Do not use more than 58 characters in the file name. Click on Save to save the
project. If you change the project name please use a unique project file-name which
has not been used previously.

Notes: Do not put spaces or html control characters in the file name.

=
Save In: |!j status l'i

D dx360- KVM-Virtualization_Full-01112016-155734.log

[} dx360-KVM-Virtualization_Full-01112016-155734.ts2

[ dx360-KVM-Virtualization_Full-01112016-155734.tsf

D dx360-KVM-Virtualization_Full-01112016-155734.xml

D dx360- KVM-Virtualization_Full-01112016-155734_Summary.html

D dx360- KVM-Virtualization_Full-01112016-155734_Virtualization_Full_s

< i | [»

File Name: |SL5_11_12_Full-10012017-093506.le |

Files of Type: IAII Files lv}

| Save §| Cancel ‘

5. If needed Modify SUT and or TC IP Address to match actual addressing scheme. Use
defaults if possible.
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[ e e
TestConsole

=i

Console  Project  View  Report  Loop  Help

BfNev‘ ﬂomn| |x Cluse‘ ‘ﬂsave

| SLES_11_12 Full

Test Kit: Systemn Certification Kit 7.6.0-44.1

Project Contents

Project Log \

Title Test Result
= [m]
E-@5LE 1 [m]
ST [P Address 10111
I TC IP Address (NIC 1 Test) 10.1.1.2
8 1 1P Address (NIC 2 Test) 10..2.2
O Enable NIC 3 Test
o ; b

O Ena 1 Test
O Walidate Install Test (Smin) 4 untested

[[]Debug

Icl;url EI@@ [M18] Autoscroll Tesl@@

Time [ Message

[Status

Run Queue

Cancel Test | | Cancel A1l ‘ ‘ Remove Test

Test Title [status IP Address

10-JAN-2017 09:36 AM JAVA 170  Productstxt Version - Wed 12/14/16

SUSE.com

6. On the SUT open a terminal then type yast2 lan <Enter>. Click on the Hostname/DNS

GWE  Server Quick Giude

tab in the YaST2-Network Settings window. Edit the host name to be SUT. Configure
all IP address to be statically assigned. Click on the OK button. Exit and reboot the
SUT.

The IP Address for the SUT will not be auto-detectable until after the test kit is installed
onto the SUT. All Ethernet ports must be enables and tested. If you have a wireless
card in the server, it should be configured to be on the 10.1.3.x network by default.
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Console  Project Wiew  Repot Loop Help

SUSE.com

TestConsole - o

| Cimew | |5 open | [ close| [l save| [N EditProduct/ Repont| TestKit: System Certification kit 2.2.0-652

AC_SLES_Full-15032018-143409 ‘

Project Contents Project Log |
Title [ [restResut : |91 | [0 0 | B0 | | GAE] Avwtoseronn|  rest|[i€] || [ mebug
[El- B3 5LES Secver - Full [m] ;

B3 SLES 11 8P4, 12 5P 15 [} A [Message [ Status
= %;‘1-3::::}“(: o ig};; 15:23:90  1523304TERL: - STOP TESTING - ---mmnmome
e i B Bi2s 1512330 ﬁ?inu]gm 10 1156: ETOP: Thu Mar 15 152350
O Enable KIG 3 Test
D1 Frablr Spentes Trst 15:23:38  152330JTERLECIO: 1159: DURATION: 0 00:00:00
O Enable Seris] Fort L Test (peased 0 000003)

B £ Install Tests @ 15:23:30  1523301TERLSCIO. 1162 ITERATIONS: 1
O Copy KitTo &UT (lmin) [ PASS 15:23:30  1523304TERIManTest java 175 Test PASSED (0
O Install Kit On SUT (10min) [ Pass ; failures)
- — - |
| 1512330 TestEnd 15-MAR-2018 152350
152230}
Run Quene 15:23:30
15:23:31
Cancel Test || Cancel Al | Remove Test| 15:23:31  ### Component Check Tast (Smin) £44 PASS
152330 |
Test Title | Status IF Address 15233 Test Start 15-MAR-20L8 152331
1512331
15:23:31 Loading test module [
com.susetestkits 5o TestEn |
1512330
15:23:32
1512332 TestEnd 15-MAR-2018 152352
15:23:32 3
15:23:32

15-BMAR-2018 0326 PM  JAVAL7.0  Products bt Version - Fri 03/09/18

Run the Install Test's (Install Kit on the SUT, Install Check test, Enable Component

Check). Follow all onscreen prompts.

Run the Component Check Test.

After Component check is run, the Edit Product/Report button becomes available.
Click the Edit Product/Report button and enter Company, System, Video, LAN, HBA

and Device information in the appropriate tabs.
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X

2 Product & Report Information - SLES 1112 Server - Full (x3650 M5 SLES 11 12 Full-241020716-1 —

Certification Type (86) Company (220175)
Fh Server F.uwvu
Test Kit Version (363) Testing Company (220175)
Ihm- Certification Kit 7.6.0-44.1 me +)
Test Kit Directory Company URL (optional)
PQfmmrm
e
SUSE LINUX

1. Under the System tab, make sure the information entered into the fields is complete

and accurate.

r’, Product & Report Information - SLES 11112 Server - Full (x3650 M5 SLES 11 _12_Full-24102016-1 — X

LAN | HBA | Devices

Rack Mount — EF: -[TCE124M-2.10]- {06/23/2016)
- 1 o 1

192

Place product description here,

onfiguration Note (such as special installation or configuration instructions

Flace any configuration notes here, 3
| ¥
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12. When the information in all tabs has been entered, click OK then Save the project.

2.2 SLES Certification Test Suit

2.2.1 Manual Test Group

1.

Enable the Serial Port Test if the system has a COM port. The Hibernate and Sleep
tests are optional for SLES servers.

Run each of the manual tests. Follow any onscreen instructions for each test.

For the GPU compute test the TC needs internet access to download the GPU

Compute test. See the Server Extended SCK document for more information.

The Optical Verify/Write Test will return not applicable is there is not optical device
in the system.
When prompted, insert the appropriate writable disk that matches the drive type.

Notes: Blu-ray disks are not supported by SLES 15 or earlier. Use a blank DVD for testing Blu-
ray drives.

When the Optical Verify/Write Test completes, leave the disk media in the disk drive.
It will be used during the Stress Tests group.

Run the kdump Test and follow the onscreen instructions. The SUT will reboot
multiple times during the kdump test.

Notes: Kdump is not supported on systems with secure boot enabled.

If the SUT has a COM port, connect a serial crossover or null modem cable
between the SUT COMI port and the TC COM]1 port and run the Serial Port1Test.

GWE  Server Quick Giude 15



SUSE SUSE.com

Notes: Set COMI = ttySO with a speed setting of 115,200, 3f8 and IRQ4.

2.2.2 Automated Test Group

1. Run the automated tests together or separately.

2. The Verify Setup NIC test will test all NICs, all NIC ports in the SUT system must be
tested.

3. If there are any errors/failures, review the IP address setup instructions.

Notes: The Verify Setup tests must PASS as shown before proceeding to the Stress Tests
Group.

If the test fails, follow the onscreen instructions to resolve the issue.
5. If the failure persists, refer to the Troubleshooting & Help document.

2.2.3 Stress Tests Group

The Stress Tests Group of tests should be run simultaneously.

1. Prior to running the Stress Tests, make sure you have optical media, and 2 USB
drives, inserted/attached to the SUT and readable by Linux.
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2. Torun the Stress Tests as a group, double-click the Stress Tests (12h) group
heading.

TestConsole

(D] 60 [ D) (N s ] o k. s cricin i 60-41

X3650_M5_SLES_11_12 Full-24102016-175514

Project Log

O Memory / CPU Test (12h)

O Hard Disk / RAID Test (

B NIC 1 Test (12h)

[ NIC 2 Test (12h)

O NIC 3 Test (12n)

O NIC 4 Test (12h)
Time Syne Test (12h)
Optical Read Test (12h)
USE Test (12h)
FireWire Test (12h)

O Venfy Stress Tests (Lmin)

08:54:28 54 R, -- STOP TESTING

0E:54:28  08:54:281TER1SCIO; 1156 STOP: Tue Oct 25
08:54:28 MDT 2016

08:54:78  08'54:281TER1SCIO; 1159: DURATION: 0 00:00.08
(paused 0 00:00:00)

08:54:78  0B'54:281TER1SCIO: 1162: ITERATIONS: 1

08:54:28  0854'281TER1'Update 943 Test PASSED (0
failures)

NESENNEEEEEE

Test End 25-0CT-2016 03:5430
}

#8# GetTestLogs (run last) s PASS
{
Test Start 25-0CT-2016 085431

Loading test module |
fopt/suse ftestiits system/bingatherlogs |

Test Result PASS
Startup Linux Executable.

Test End 25-0CT-2016 02:57.22
0B:57:22
08:57:22 ‘

10-JAN-2017 09:49 AM  Products.txt Version - Tue 01/10/17 JAVA 170

3. Allow the Stress Tests to run to completion (12 hours) before proceeding.
4. Run Verify Stress Tests.

TestConsale

D] ] [ ] e [N Bl ] e s coation s 750-44.2
%x3650_M5_SLES_11 12 Full-24102016-175514

T GRS s

T | e = e

DO Hard Disk f RAID Test (.. [4 PASS
DO NIC 1 Test (12h) PASS

NIC 2 Test (120) g PSS R | VR
O NIC 3 Test (12h) PASS 0B:34:28 OB ITERL. - STOP TESTING
O NIC 4 Test (12h) PASS -
D Time Syne Test (12h) PASS 154128 0854:28ITERLSCIO. 1156; STOP: Tue Oct 25
O Optical Read Test (12h) PASS (02:54:22 MDT 2018
0 USE Test (128) A PASS 154128 gsq:z:ﬁgggg?: 1159 DURATION: 0 00.0002
use L
D Fuelre Test G20 > :‘::SWCMLE 154126 0B:54:28ITERLSCIO: 1162 ITERATIONS: 1
O Get Test Logs (run 1ast) PASS 154:28 ;l:i,lsll.ZBlefUpﬂate 943: Test PASSED ©
ures)
154130
154130 TestEnd 25-OCT-2016 08:54:30
154130 )
154:30
154:31
(5431 d## GetTestLogs (rumlasy#wy  PASS
154131 ¢
154:31 Test Start 25-OCT-2016 08:54:31
:54:31
154131 Loading test module
Jopt/suse ftestKits fsystem/bin/gatherlogs |
2| [o8:57:21
7| |o8:57:22 Test Result PASS
| |o8:57:22 Startup Linux Executahle
| loz:57:22
08:57:22 Test End 25-OCT-2016 08:57:22
08:57:22  }
08:57:22 |
| /A

10-JAN-2017 09:49 AM  Products.txt Version - Tue 01/10/17 JAVA 17.0
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3 Bulletin Submission

3.1 Post Testing Cleanup

SUSE.com

1. After all tests are completed, safely remove all disk media and storage devices
from the SUT.
2. Run the Get Test Logs Test.

Console  Project  View Report Loop  Help

x3650_M5_SLES_11_12_Full-24102016-175514 {

| few | [ open| | x close| [Ellsave| ‘\g!d.lt?mﬂuctllﬂnn TestKit: System Certification Kit 7.6.0-44.1

Project Contents

Title [ Jmest Result Y

— DO Memory [ CPU Test (12h) @ PASS
O Hard Disk / RAID Test ( PASS
~ DONIC 1 Test (12h) [ PASS
O NIC 2 Test (12h) PASS
O NIC 3 Test (12h) [ PASS
O NIC 4 Test (12h) PASS
O Time Syne Test (12h) [ PASS
O Optical Read Test (12h)  [4 PASS
O USB Test (12h) PASS

" O FireWire Test {12h) [# NOT APPLICABLE
O Verify Stress Tests (lmin) PASS
[ PASS

 Run Quene

Cancel TESt”&m;ElA]lHREImwTE:t}

Test Title

[Stams TP Address

Project Log |

ex [ ]

[/ Debug

Time [Message [Status [
0B:54:28 0854 28ITERL STOF TESTING

0E:54:28  08:54:221TER1SCIO: 1156: STOP: Tue Oct 25
08:54:28 MDT 2016

05154128 08:54:281TER1SCIO: 1150: DURATION: 0 00:00:08
(paused 0 00:00:00)

05:54:28  0B:54:281TER1SCIO: 1162: ITERATIONS: 1

08:54:28  08:54:281TER1:Update 943; Test PASSED ©

failunes)

08:54:30
08:54:30 Test End 25-OCT-2016 08:54:30
08:54:30 )
08:54:30
08:54:31
OF:S4:31 ### GetTest Logs (run last) it PASS

:54:31
08254131 Test St 25-0CT-2016 08:54:31
08: 54131
08:54:31 Loading test module [

opt/suse testk|

08:57:21

Test Result PASS
Startup Linux Executable

Test End 25-0CT-2016 08:57.22

10-JAN-2017 09:49 AM

Products.txt Version - Tue 01/10/17 JAVA170

3. If prompted, answer any onscreen questions.

4. Proceed to Create Bulletin Submission File.

3.2 Create Bulletin Submission File

1. Click Edit Product/Report.
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N

Click the Verify button.

There should be no exceptions listed here, but if some exceptions are present

w

explain them by selecting them and clicking Edit Explanation.

Notes: All exceptions should be explained.

4. Click Report on TC's toolbar to create a submission zip file with test logs.

5. The resulting zip file (named earlier) will be on TC at
[opt/suse/testKits/ses/results/

6. Copy the zip file to a USB drive.

7. Open your web browser to the SUSE Bulletin System (SBS) webpage.

8. Read the bulletin submission file (.zip) into SBS.

9. Click New Submission and browse to your bulletin submission file (.zip).

10. Click Upload.

1. The bulletin is now in the SBS system. Follow the steps in the SBS users guide to

move the bulletin to be reviewed.
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4 Revision History

Date Description
February 2024 Updated for SCK 9.0.
February 2023 Updated for SCK 8.8.
June 2022 Changed filename length limit instructions from 70 to 58. Changed page size to
8.5 x1L
April 2022 Updated to new 8.7 test kit and Updated for new template and 8.7 Test kit.
April 2021 Updated for 8.6 Test kit

November 2020

Update the Doc to the new corporate Branding.

May 2020 Updated to Work Sans Font.

April 2020 Updated wireless information and diagram.
March 2020 Updated for 8.5 Test kit

January 2020 Updated copyright to 2020

July 2019 Updated for 8.4 Test kit

February 2019

Updated for 8.3 Test kit. Removed references to SLES 11 SP4.
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